Operations Technology Evolution
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Agenda

long time ago ...

big merge (loT & lloT)
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115 years of Moore’s Law
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Moore’s Law trend continues
122 YEARS OF MOORE’S LAW
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Generations of Industrial Field Connectivity
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Generations of Control Systems

1960 1980 1990 2020
15t Gen 2 Gen 3rdGen
Monolithic Distributed Networked
e Availability of radio modems e Availability of LAN & WAN e Standard Network Protocols Acceptance of the Internet for
e Affordable Mainframe using telecom ® PC-based servers business
computers e Increased bandwidth o Windowing based HMIs Availability of browser-based
® RTUs become feasible e Adoption of PC-based systems e Integration with back office technology

e Software for business practices

systems

Acceptable COTS hardware /
infrastructure
Cybersecurity awareness

o Networked Communications
e Centralized Monitoring

o Networked communications
e Centralized control

e Back office connectivity
o Operator Interface & Human

Factors

Communications over multiple
networks

o Concurrent operators

Cybersecurity support

e Local data aggregation °
e Long distance data
transmission °

e Centralized HMI
o Remote shutdown capability

Analog and discrete inputs and

outputs
Ability to change control
settings

e Fault-tolerant servers
e HMI from a server database

e Data Historians
e Ethernet-based data

transmission

e Graphical interfaces

Fault tolerance / redundancy

Standardized network
communications
Encrypted data transmission

e Central authentication
o Web based interface(s)




Impact of CoTS & Packet Power
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Control Systems — Evolution or Revolution?

1970 to Today
1. PLC/RTU
2. Hardware defined
3. System point minimization
4. Significant manual effort to change
5. Operational stability via the

‘no touch rule”
6. Security through isolation

Expensive and prohibitive to
make changes
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The Future

Self-configuring low cost edge devices
Software defined functionality

Orders of magnitude more points

Ad hoc device addition

Operational stability via high availability

ik winNPRE

methods
6. End-to-end integration plant floor
to cloud with integrated security

Incremental improvements
or changes with minimal effort



Business Integration and Alignment

Plant floor/Field to cloud/customer
e Integration with business systems

e Monetization of data inventory,
integration with back ends

e Integration of disparate systems

e |oT /lloT enabler
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ISA-112 SCADA Architecture

External Applications

Enterprise Network

] DMZ / Process Information Network

G [ HMI ] [ Alarms & Events | [ Historian |

Databases
F [ Drivers |
E Backhaul Networks
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External Network

Enterprise Network

Process Information Network
Control Network
Applications

Communication Servers
Wide Area Network
Controller Network

Local Controllers

Field Sensor Networks

Field Devices

A

Supervisory Controllers

} Level 5*
} Level 4

> Level 3

> Level 2

Level 1

> Level 0

Purdue Reference Model
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Edge Components

Typical compute characteristics

Distance from Latency
data sources (km) (ms)

Category Types of compute resources Sample architecture
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Source: loT Analytics Research 2020, https://iot-analytics.com/iot-edge-computing-what-it-is-and-how-it-is-
becoming-more-intelligent/



lloT is ...

_ o Common Keywords
Infrastructure of interconnected entities, people, systems and

information resources together with services which processes
and reacts to information from the physical world and virtual
world (IEC definition)

A concept where components are connected via a computer
network and where one or more of those components interact
with the physical world (Industrial Internet Consortium)

Interconnected sensors, instruments, and other devices
networked together with computers' industrial applications,
(Wikipedia)
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Field devices

Networked

Interact with
physical world



Digital Twin as another part of data driven future

e Digital Twin model
verification through multiple
data streams

O  Operational
o  Diagnostic
o  Position
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Control System Evolution Continues
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Perennial
Innovation
Drivers

Situational
Changes

Methodology

Emerging Needs

Solution
Characteristics

Features




Perennial Innovation Drivers

These are the key innovation drivers common across all generations
of control technologies.

e Maximizing System Reliability (no unscheduled downtime)
o Affects profits for commercial operations (pipelines, etc.)
o Affects user satisfaction for public operators (metro rail, etc.)

Minimizing Operational costs
Minimizing Capital expenditures
Minimizing Risk

Expansion of Service
Competitive pressures



Impediments to change

e Risk Management

O Impact of something going wrong is
significantly higher in OT environment
O Provenin Use
m  Show it working elsewhere first

e Knowledge
o Understand the underlying technology




5th Generation Situational Changes

These are the key situational changes that are triggering the 5th
generational changes.

Emerging Cybersecurity Threats

Environmental, Safety and Security Legislation
Availability of ML-Based Efficiency Tools
Availability of lloT devices

Amalgamation of companies and service providers

Changes in workforce



5th Generation Emerging Needs

These are the emerging customer needs created by the Perennial
Innovation Drivers and the 5th gen Situational Changes.

Frequent Patches

Exponential Growth / Incremental Expansion
Managing Operator Overload

Managing New Security Threat Vectors

New paradigm for Maintaining System Reliability
Pressure to adopt new technologies

Obtaining Safety and Security Certification



Fifth Gen Emerging Needs

Perennial Innovation Drivers Emerging Needs Solution Characteristics
lity / Live Updates /

High Availa
Maximizing System Reliability Easy Rollbacks
- Maintaining high reliability during
Minimizing Operational Costs patching Control Platform

Minimizing Capital Expenditures ‘ Frequent Patches 10 million + P;:\I::g/ Horizontally \ Enterprise Level Infrastructure
Minimizing Risk | Exponential Growth / Reduction of cost and effort to add ‘ Patch Manager
N Incremental Expansion “

- points \
Expansion of Service - Integrated Data Structures
Extensive support for lloT |

C titive P Managing Operator Overload - -
ompetitive Pressures ‘ Virtualization and Microservices Easy Configuration/
\ i “ Commissioning Tools
| Managing N:;ﬁ.‘;unty Threat Big Data Management

Smart Automation ! Variable Security Response

Situational Changes New paradigm for Maintaining "
System Reliability . Support for less experienced | Advanced Alarms Management
Emerging Cybersecurity Threats operators

‘ [ Security Manager
Environmental, Safety and Security Pressure to adopt new technologies Inherently Secure Architecture _ 8
Legislation /

i Proactive Security S Zero Trust Architecture
/|l Obtaining Safety and Security Resilient S
—— . ystems
Availability of 'I|\',IL IIBased Efficiency I Certification Integrated Safety Systems
ools

Better system prevalidation of

! updates | Trusted Led
Availability of lloT devices I rusted Ledger

Evolving systems

Amalgamation of companies and / Cloud C vt
service providers ‘ oud Connectivity

Easy Safety and Security

Changes in workforce Certification
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5th Generation SCADA as OT Orchestrator

___________________________________________________________________________________________________

The Cloud OT Activities

Commissioning

Cloud Al Tools

Control Platform

Firmware Updates

Enterprise Level Infrastructure

1
1
1
1
1
1
1
Provisioning 1
1
1
1
1
1
1
1

Data Lakes
Patch Manager
Cloud based Big Data

Supervisory SCADA / Data

1
1
1
1
1
1
1
1
|
: 3rd Party Applications
1
1
1
1
1
1
1
1
1
|
: Integrator

3rd Party lloT Interfaces

Domain Specific Interfaces

Back Office and IT Networks

Easy Configuration/
Commissioning Tools

1loT Devices h
Variable Security Response = [®=—_ = KA \. = —ommmm
SIEM urity Resp ]
(Security Information = |[eS-mpe—__ / 0|/ |——————— @ YN\ = 7T =- CTTTTTTTTToToTes :l
and Event Management) Advanced Alarms Management Field Devices i
= Security Manager Child SCADA System

Formally Independent

Zero Trust Architecture
or Legacy SCADA System

ERP
(Enterprise Resource Planning)

Safety Systems

SIL Rated Safety System
MMS

(Maintenance Management Systems)

Trusted Ledger Isolated Safety System
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